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Study on Encryption Technology in Internet of Things
ZHAO Wen WU Chuan-wei LUO Min
(No.30 Institute of China Electronic Technology Corporation Chengdu Sichuan 610041 China)

[Abstract] loT(Internet of Things) is a new real-time interactive system in virtual network with the real world. With the
rapid development of 10T technology the security of 10T terminal gradually attracts much attention from the people.
Based on analysis of its terminal equipment certification privacy and other security issues and for its terminal
equipment limitation in computing power network resources the IBE-based key parameter negotiation and identity
authentication technologies lightweight encryption algorithm and self-synchronous encryption for password are
studied and the encryption technical scheme in combination of these technologies is proposed. And also the security
of this scheme is analyzed and proved in detail.
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